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APl Application Programming Interface. 24, 25
EEA European Environment Agency. 7

FFT Fast Fourier Transform. 17{19
FT Fourier Transform. 6, 11, 19{21, 23, 24, 32

loT Internet of Things. 7{9, 12

MAE Mean Absolute Error. 24
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OCEV cantonal environment o ce. 13, 32
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RFT Reference Fourier Transform. 18, 19, 21, 23
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TF trust factor. 6, 9{11, 32
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TS time-series. 12, 15{17, 19, 20, 23, 25{28

UN United Nations. 6, 7, 32
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Abstract

Abstract

Road tra c is the main source of environmental noise As it is the main source of
environmental noise, people living in urban areas are much more exposed to these
health risks. According to United Nations (UN)'s 2018 revision of world urbanization
prospects [1], in 2018 the percentage of the world's population living in urban areas
was 56%. By 2050, this percentage will be 68%. In order to reduce noise exposures, it
Is rst necessary to understand how noise propagates in cities This paper proposes
a partial solution to address the smart city noise sensors data integrity problem.
Our solution is integrated into the generic trust model framework in [2]. This paper
proposes a solution to build a signature trust factor (TF). Our solution starts with

a Iter using Fourier Transform (FT) to address the data integrity problem smart
city devices su er. Then we extract a signature from the cleaned data and run a
clustering algorithm on these signatures to group them and extract knowledge about
these contexts out of these signatures.
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Introduction

Introduction

Noise pollution

In the past few years, the impact of environmental noise on health has become a
real concern. According to reports from World Health Organization (WHO) [3] and
European Environment Agency (EEA) [4], noise pollution is a major environmental
health problem in Europe that causes at least 10 000 cases of premature death in
Europe each year. This report states that almost 20 million adults are annoyed and a
further 8 million su er sleep disturbance due to environmental noise. Environmental
noise is also the source of 900'000 cases of hypertension each year. With the fact
that road tra c is the main source of environmental noise. As it is the main source

of environmental noise, people living in urban areas are much more exposed to these
health risks. According to United Nations (UN)'s 2018 revision of world urbanization
prospects [1], in 2018 the percentage of the world's population living in urban areas
was 56%. By 2050, this percentage will be 68%.

The emergence of Internet of Things (IoT) brings a new opportunity to monitor
noise pollution. It allows policymakers to take initiatives to better understand noise
exposures in urban areas in order to minimize health risks to the population. 0T
Is a very broad term that includes all "things" connected to the internet. Among
the di erent elds of application of I0T, smart cities are of particular interest to
us. Smart cities are urban areas in which smart city devices (SCDs) are deployed
at a city scale to collect data. SCDs are equipped with one or more sensors and/or
actuators in order to act on the real world. By deploying this kind of smart city
infrastructure, it is, therefore, possible to collect noise recordings and analyze them
in order to better understand how noise a ects the people living in a city. This
precious information will then enable measures to be taken to reduce the health
risks for these people.

SCD can take all forms and have a multitude of di erent tasks to perform de-
pending on their eld of application. What all these devices have in common is
that they are very often subject to resource constraints such as a limited battery,
small communication channels, or low computing capacities. These SCDs are most
often composed of sensors such as microphones, thermometers, or any other type
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Introduction

of sensor that allow them to collect data. SCDs are also able to communicate via
di erent technologies such as LoRa, 4G among others, but their computational re-
source limitations could prevent them from using encryption algorithms for these
communications. In addition to all these intrinsic constraints, they might also be
exposed to the physical world issues such as degradation due to meteorological risks,
accidental alterations by humans, or tampering.

SCDs record data and may or may not, depending on the smart city architecture
and the device computing capabilities, perform local pre-processing before sending
data to the cloud. All these devices communicate wirelessly. These communications
are also subject to the constraints mainly of batteries and small communication
channels. Indeed, the more a device communicates, the more it will consume battery
power, and the more it will occupy the communication channel that it can share with
other devices. In addition, it is likely that communications will not be successful
and data will be lost along the way. All these reasons, coupled with the fact that
the devices are often low-cost, mass-produced low-end devices for which quality is
never guaranteed, meaning that the integrity of the data collected can be a ected.

In the context of smart cities, several applications could be deployed. These ap-
plications could, for example, run decision algorithms that would use the collected
data to make a good decision based on a given context. These algorithms could, for
example, decide to reduce the speed limit of a road in case of noise pollution exceed-
ing a threshold. In order to make the right decisions for di erent contexts, decision
algorithms need the collected data to accurately represent the context. However, all
of the reasons mentioned above can lead to data that does not accurately represent
reality. In summary, we have a data integrity problem.

The generic trust model

One of the solutions to this problem is to decide whether we trust or not the data

collected by the device using a trust model (TM). Generally speaking, a TM is an

agent that, under the hypothesis that a majority of devices behave well, is able to
detect when a device is misbehaving and tag it as such. In this work, we will focus
on the generic TM proposed in [2]. This TM operates in support layer of the IoT

application stack of gure 1 and can, therefore, detect abnormalities in either the

network layer or the perceptual layer.

IoT applications are often built upon a layered architecture stack as shown in
gure 1[5]. Inthis architecture, each layer has its purpose and needs to communicate
with its upper and lower layers.

Perceptual layer interacts with the physical world. It can collect data or act on
its environment by interacting with actuators.
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Figure 1. Architecture of 0T systems

Network layer deals with the communication between the perceptual layer and
the support layer. Various means of communication can come into play in this
layer such as LoRa, z-wave, or Bluetooth among others.

Support layer responsible for making calculations. This layer is in the cloud.
Indeed, this layer being responsible for making calculations, it needs the large
calculation capacities o ered by the cloud. The cloud can also be assisted by
edge devices. These devices, which are smarter than standard devices, are
halfway between the devices and the cloud. They are able to pre-process data
to avoid sending too much information to the cloud and thus limit the transfer
of large volumes of data.

Application layer  Finally, the application layer is responsible for linking stake-
holders and data.

As shown in gure 2 the input of the TM is an interaction, i.e. a packet of data
sent by a device. The content of a packet depends on the 10T deployment and on
the nature of the devices that are deployed within it. For example, a device with a
camera will send an image and its resolution, while a device with a microphone will
send a sound recording and its sample rate. A packet also contains information about
the transmission that occurred in the Network layer. In summary, each traversed
layer, i.e. the perceptual layer and the Network layer, add elements to the packet.
Anomalies can slip through these layers. The TM must, therefore, detect each of
these anomalies. That's the role of trust factors (TFs).

Each TF analyses an element of the interaction in order to quantify its quality
and thus detect any disturbance that could occur in the analyzed element. The
quality is expressed as trust factor score (TFS) a value between [0, 1] (the higher
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Figure 2. Generic trust model

the better). TFs are TM's input. They must be de ned when the 10T architecture
is deployed. Any disturbance that could occur must have a TF able to quantify
it. These scores are then aggregated and weighted by application coe cients in the
Global Trust Function (equation 1) to obtain a Global Trust Score.

P n
" CA TFSP
GlobalTrustScorg1°; A) = —=P7 o 2 [0:1] (1)
i=1 i

Where I P is an interaction comming from device DA is the application, TFSP 2
[0; 1] is the trust factor score (TFS) of theith element of the interaction andC# is
the ith coe cient of the application A.

Di erent applications might have di erent tolerance to disturbance. Thus ap-
plication coe cients are weights that are de ned by the application to have power
on which parameter is important to decide whether an interaction is trustful. They
must, therefore, be de ned by domain experts. Let's consider a smart city deploy-
ment of devices equipped with cameras. Above this deployment, two applications
use the data provided by the devices. The rst one is a car counting application.
The second one is a license plate identi cation application. The second application
needs a higher resolution than the rst one. Thus the coe cient weight for the
resolution will be higher in the rst application.

The trust model has three generic TFs:

Precision. This device-speci c factor expresses the closeness of a reported measure-
ment to the value that a good sensor would give. Assuming that a majority
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of sensors behave correctly, we expect that neighbor sensors report similar
measurements. Thus, the good value can be estimated througlspatial cor-
relation method.

Availability.  This device-speci c factor takes into account the ratio of the number
of receivedreports to the total number ofexpectedduring an interval t. Thus,
the availability score is de ned as:

# reports received( t)
# reports expected( t)

Savailabiity (1) = 2)
Packet Error Rate (PER). This network-speci ¢ factor gives a quality estimate
of the communication channel between the sensor and the receiver gateway.
It takes into account the ratio of the number of erroneously received packets
to the total number of packets received in a time interval t. Thus, the PER
score is de ned as:

# bad packets received t)

S t)=1 .
per( 1) # total packets received( t)

3)

This work will focus on creating the building blocks of a signature TF. The
signature corresponds to the shape the signal has. It depends on the contex,
type of road (residential, main roads, secondary roads, etc.), in which the device
is deployed. Indeed devices belonging to the same context, even in di erent roads,
should provide data with matching signatures. This TF checks whether the signature
of the device respects the signature of its context. This TF involves data analysis
and machine learning techniques.

Before these techniques can be used, good quality data must be available. As
explained above, the data collected are raw data that have not been processed by a
trust model. They, therefore, su er from an integrity problem. Given this problem,
we need to Iter out bad data. The main problem is that the very de nition of good
data is not clear. The only way to determine if the data is properly cleaned is to be
an expert in the eld of urban acoustics. We, therefore, need to develop a method
to lter the data. We propose a Iter solution using a Fourier Transform (FT) to
Iter the data that does not have a daily frequency. Once the data has been cleaned
up, we can move on to the second step, which is to answer the questiongiat are
the contexts and how many are there ¥e propose a solution that uses clustering
techniques to group devices that have similar behaviors.

The rest of the paper is structured as follows. The related work and other studies
on the subject will be presented in the state of the art part. Then, Section 1 presents
our solution to Iter out bad data and discuss our results. Section 2 presents the
solution we propose to group devices of the same context and our results. Finally,
we draw our conclusion and sketch some future developments in Section 2.2
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State of the art

On the side of lItering techniques, there exist anomaly detection techniques using
statistical analysis or machine learning. As this ltering problem is a very specic
problem, we believe that a solution adapted to the problem must be developed.

On the side of clustering techniques, recent studies show that applying clustering
techniques to noise time-series (TS) shows good results. The approaches diverge ac-
cording to the context and the use cases but they con rm that it is a good approach.
Studies such as ours are relatively recent given the recent advances in technology
that have allowed the IoT to emerge. Indeed it was complicated, for operational
reasons, a few years ago to deploy a large number of sensors. Prior to the emergence
in the early 2010's of technologies such as LoRa, it was complicated to conserve
device batteries. Consequently, deploying 1000 devices meant that batteries had to
be changed regularly and thus drastically increased the maintenance costs of such
an infrastructure.

[6] reviews di erent approaches for TS clustering. Approaches are depicted and
compared with respect to the goal of the clustering. k-Means[7] and k-Medoids are
very fast compared to other clustering methods which makes them very suitable in
TS clustering.

In [8] a case study with similarities to ours was presented. In the city of Milan,
Italy, 58 data collection points were used to achieve 24-hour road noise patterns.
They used the K-means algorithm with euclidean distance on these 24h patterns to
group roads with similarities.

In [9] still in the city of Milan, They kept 35 data collection points and re-used
24-hour road noise patterns. It was proposed to use these 24h patterns to classify
roads by means of hierarchical clustering with Ward's algorithm. Their purpose was
to compare whether the legal provisions in Italy regarding road type were really
adapted to the reality. They discovered that the patterns only partially correspond
to the legal road classi cation as this classi cation is mainly based on the geometrical
characteristics of the road, rather than its noise emission.
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Chapter 1

Filter

1.1 Methodology

The canton of Geneva, Switzerland, aims to reduce noise pollution. Thus, under
the direction of the cantonal environment o ce (OCEV), an analysis campaign was
launched to draw a noise map of the Carouge neighborhood. The service of air, noise,
and non-ionizing radiations (SABRA), an OCEV body, deployed in the city around
1000 devices equipped with noise sensors and thermometers in the city. These
devices communicate through the LoRa network deployed in the city of Geneva.

As shown in gure 1.1, devices are deployed along roads and the space between
neighboring devices is relatively small. We can also see that in some hot spots
di erent layers. These layers correspond to the level of the highest sensor. Layer 1
(blue) indicates that the devices are 3m above the ground. Layer 2 (green) indicates
that there is a sensor 6m above the ground in addition to the sensor in the lower
layer. Finally, layer 3 (yellow) indicates a sensor 9m above the ground in addition
to the lower layers.

As shown in gure 1.2, a device records a sample of the sound pressure level in
dB(A) every second for 15 minutes. Every 15 minutes, the device is supposed to
send a report consisting of several pieces of information:

L min : The minimum recorded level

Lmax: The maximum recorded level

Leq: The equivalent continuous recorded level also sometimes known as Average
Sound Level

L1o;Lso; Loo; Los: the level exceeded for 10%, 50%, 90% and 95% of the period
(percentiles)

Ludovic Gindre 13 of 35



Filter

Figure 1.1. City of Carouge's noise sensor deployment

Figure 1.2. A 48-hours observation of one device's output

Between 2018 and 2019 the devices collected data without a trust model being
integrated into the data pipeline. As SABRA found, this deployment of devices
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su ers from the problems described above such as problems related to data trans-
mission (lost data) and data integrity. In Figure 1.3a, we can see that the data
follow a pattern in which noise levels are low at night, rise in the morning, remain
high during rush hours, and then fall at the end of the day. As can be seen in gure
1.3b, there may be some missing data. These errors may occur either within a given
period or in isolated events. We can also see in gure 1.3c that the pattern of the
signal does not correspond to the pattern of the other days. In both cases, we do not
know what caused the device to send these data. Should the application trust the
data sent after a period without data? Should it trust data that doesn't follow the
normal signal pattern? It was decided to apply the generic TM in order to answer
these questions and thus avoid drawing an imprecise map of noise levels.

The di culty in making this lter is that there is no de nition of accurate data.
Anomalies, which may come from several sources that are di cult to identify, make
the validation of the lter dicult. Indeed, only an expert in the eld of urban
acoustics might be able to recognize noise levels representing reality. Since the
collection period is long enough (about a year) the amount of data is large enough
to allow the deletion of data. The main goal of this lIter is to keep only good data.
We, therefore, decided that the Itering policy should be: When in doubt, lter
out. The application of this policy is as follows: if an anomaly is detected during
one day, the whole day is tagged as bad by the Iter. In order to keep a stable
pattern, the data must not be a ected by extreme values, we decided to discard the
Leq and L max levels. Indeed, as we can see in gure 1L2,, being an average, it can
be attracted by extreme values. This leftl i ; L1o; Lso; Loo; Les. We choseL pin
because it represents the minimum noise recorded by a sensor over the period. We
thus think that an anomaly would be more easily identi able on this value. This is
why all the following analyses will be carried out or i, .

As shows gure 1.3a, a 24h pattern occurs since urban noise is mainly a ected
by road noises[4]. Based on that observation an intuition was that anomalous data
would not t this pattern. Our solution, therefore, turned to data analysis in order
to nd this pattern and Iter the data that did not respect this pattern. So we
decided to analyze the spectrum of the signal in order to characterize a good day.
In analyzing the data by weeks, we also found that the patterns were recurring from
day to day. i.e. the Mondays of a device have a pattern that is di erent from the
pattern of Tuesdays of the same device and so on. In gure 1.4, Saturdays and
Sundays clearly have di erent patterns that other days.

The Iter answers the following question: Does this day matches a good day
pattern ?. In order to answer this question, he needs to know whatgood day pattern
is, knowing that this de nition could change depending on the day of the week. The
Iter itself will deduce what this pattern is by using all the days it has at its disposal.
We will call this pattern the Reference TS (RTS) for a given day of the week and a
given device. To do this, he will arti cially create a TS by concatenating the days.
given the TS S composed of noise levels sampl8s belonging to days of the week
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(a) A 48-hours observation of one device's output considered as accurate

(b) A 48-hours observation of one device’s (c) A 48-hours observation of one device's
output with missing data output containing inaccurate data

Figure 1.3. Three common observable scenarios in TS
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