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Abstract
Buildings’ heating installation needs a periodic check-up and maintenance to guarantee
their full operability. Today caretakers and technicians work together to prevent any
issue that might affect the comfort of the residents. The settings of the heating
facilities depend heavily on the weather and the occupancy of the buildings. These
settings require continuous monitoring and periodic technical visits to optimize energy
consumption while guaranteeing the comfort of the residents. The maintenance of
heating installations is therefore expensive and time-consuming.

To address these shortcomings, the SG-Energies company is developing and marketing
the SG-Box device. This device makes it possible to (1) collect data and measurements
from the control units of heating installations, (2) pre-process them, and (3) transfer
them in a unified form to an IT system. Anomalies, breakdowns, and reconfiguration
needs are therefore quickly identified. The main purpose of the SG-Box device is
to reduce the frequency and duration of heating system breakdowns by establishing
communication with the main control unit of the installation.

This master’s thesis target three objectives:

1. Design, setup and deploy an SG-Box based IoT infrastructure. This IoT in-
frastructure will retrieve data from a heating installation through the SG-Box
device

2. Design and develop a “technician application” which assists technicians during
their technical visits and allows them to remotely monitor the heating installations.

3. Design and develop a “report application” which generates reports based on
templates, user inputs, and data collected from the heating installations.

The two applications rely on the SG-Box based IoT infrastructure.

Key words: Edge device, SG-Box, Heating installation, Control unit, IoT
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Résumé
Les installations de chauffage des bâtiments ont besoin d’une vérification périodique et
d’un entretien pour garantir leur pleine fonctionnalité. Aujourd’hui, les concierges et
les techniciens travaillent ensemble pour prévenir tout problème qui pourrait affecter le
confort des résidents. Les réglages des installations de chauffage dépendent fortement
de la météo et de l’occupation des bâtiments. Ces réglages nécessitent une surveillance
continue et des visites techniques périodiques pour optimiser la consommation d’énergie
tout en garantissant le confort des résidents. L’entretien des installations de chauffage
est donc coûteux et prend du temps.

Pour remédier à ces lacunes, la société SG-Energies développe le dispositif SG-Box. Ce
dispositif permet de collecter des données et des mesures à partir des régulations des
installations de chauffage, de les prétraiter et de les transférer sous une forme unifiée
vers un système informatique. Les anomalies, les pannes et les besoins de reconfiguration
sont ainsi rapidement identifiés. L’objectif principal du dispositif SG-Box est de réduire
la fréquence et la durée des pannes des systèmes de chauffage en établissant une
communication avec la régulation de l’installation.

Ce mémoire de master vise trois objectifs :

1. Concevoir, mettre en place et déployer une infrastructure IoT basée sur SG-Box.
Cette infrastructure IoT récupérera des données à partir d’une installation de
chauffage via le dispositif SG-Box

2. Concevoir et développer une "application technicien" qui assiste les techniciens lors
de leurs visites techniques et leur permet de surveiller à distance les installations
de chauffage

3. Concevoir et développer une "application rapport" qui génère des rapports basés
sur des modèles, des entrées d’utilisateurs et des données collectées à partir des
installations de chauffage

Les deux applications reposent sur l’infrastructure IoT basée sur SG-Box.

Mots clés : Edge device, SG-Box, Chaufferie, Régulation, IoT
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Introduction

Nowadays, buildings need to have their own heating installations to provide heat for
apartments' heaters and domestic hot water. For comfort and sanitary reasons, those
installations must fully work all the time. This implies that any problem must be
detected, handled and solved as quickly as possible to avoid any disturbance to the
building's comfort. Managing heating installation consists of periodic check-ups to
monitor or adjust values like temperatures and performing visual check-ups of the
components. If a check-up reveals an issue, it will be �xed by repairing the material or
by placing an order to replace the broken piece. An experienced caretaker can perform a
quick visual check of the installation and report any issues they might detect. In general,
the company mandated to perform this kind of maintenance, visits the installation
regularly depending on the contract established with the building owner. By those
facts, the delay in resolving an issue is mostly impacted by the amount of time elapsed
between the date of failure and the date of repair.

SG-Energies[1] is a Swiss heating management company developing a project, named
STEP. STEP aims to develop an Internet of Things (IoT)-based system to make a
�step� forward by developing the capability to remotely monitor and control heating
installations. The main objective is to (1) reduce the frequency and the downtime
and (2) limit the unnecessary on-site visit of the technicians. To this purpose, SG-
Energies has developed an �edge� device, namely SG-Box, to interface the heating
installation with the IT infrastructure. SG-Box is charged to retrieve data from the
heating installations and temperature sensors placed in apartments and communicate
through Long Range (LoRa) protocol.

After focusing on the development of the SG-Box device, the STEP project created
pilot deployments in three di�erent places around Geneva. Each deployment retrieves
data from the main control unit of the heating installation and, after local processing,
sends them to a central server where they are stored for later use.
This master thesis has three objectives:

1. Build an IoT infrastructure able to collect data from heterogeneous heating
installations and store them in standard format

2. Develop a high-level application targeting the technicians by enhancing the
remote monitoring capabilities and improving the technical operations reporting
capabilities

3. Develop a high-level application targeting SG-Energies supervisors by gener-
ating performance reports about solar installations

This report is organized as follows: the �rst chapter presents the state of the art related
to the IoT infrastructures similar to the one developed in this work. The second chapter
exposes the IoT ecosystem deployed within the STEP project. Finally, the third and
fourth chapters deal respectively with the two applications detailed above.
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1 | Monitoring and maintenance for
heating installation

1.1 Context
As soon as heating rooms were automated with small Programmable Logic Controllers
(PLCs) and sensors, like temperature sensors, data was generated. For years this data
was only used to create in-the-moment behavior for managing the e�ciency of the
installation. If the outside temperature went down, the temperature in the heater circuit
increased (see Figure 1.1). Overtime, small PLCs have become automatons, managing
rules with multiple sensor data.

The centralized data was employed exclusively for live computation and was not retained
in storage at any stage for any further analysis.

Figure 1.1 Operating schema of a heating installation

Today, with global warming, many governments[2] are applying environmental measures
by reducing energy losses and introducing laws requiring building owners to enhance
their climate footprint and have better management of their heating installation. To
do so a microcontroller can be added to the heating installation to retrieve data and
send commands to the main control unit (see Figure 1.2).

The goal of this chapter is to compare three solutions with respect to �ve criteria/fea-
tures:
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Chapter 1. Monitoring and maintenance for heating installation

Figure 1.2 Operating schema of a heating installation with data collection

ˆ Remote monitoring : Capacity of the solution to provide monitoring from outside
the heating station

ˆ Remote maintenance: Capacity of the solution to set values in the automaton
of the heating room remotely to avoid the travel of a technician

ˆ Local storage: Capacity of the solution to store the data locally if internet
connection is not available

ˆ Multiple heating room device supported : Capacity of the solution to be compat-
ible with multiple heating room automaton that can have di�erent communication
protocols

ˆ Prediction : Capacity of the solution to analyze the collected data from the
heating installation and other sources (e.g. weather) and make predictions on
how the heating installation should work in the following hours.

This chapter will present three available solutions from three di�erent companies that
help to monitor a heating installation in order to do upgrades and maintenance that
will respond to the new climate laws.

1.2 Elainnovation - Bluetooth gateway and sensors
Elainnovation [3] is a French company which designs and manufactures beacons and
sensors for identi�cation, measurements and localization. Their equipment can be used
to localize tagged objects or persons or to control the access of an area.

To provide monitoring for a heating installation, multiple devices can be used. Tempera-
ture probes and sensors can be used to measure temperature in the heating installation
components, inside and outside the building (see Figure 1.3). To avoid having long
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1.3 SG-Energies - SG-Box

wires or multiple gateways, each probe or sensor is connected to a Bluetooth emitter
to transmit its data. All the data are retrieved by aBluetooth gateway [4] built on a
Raspberry 4.

The gateway includes a web App to access the collected data and provide services to
send the data to other devices by Message Queuing Telemetry Transport (MQTT)
or Application Programming Interface (API) Representational state transfer (REST)
(Hypertext Transfer Protocol (HTTP)).

Figure 1.3 Operating schema of a heating installation with Elainnovation's Bluetooth Gateway

1.3 SG-Energies - SG-Box
SG-Energies is a Swiss heating management company that manages heating stations
around Geneva. Their solution is actually used internally to provide an easy way for
technicians to monitor heating installation and manually optimize it.

To retrieve heating installation data, the SG-Energies device, namedSG-Box, is directly
connected to the automaton that manages all the components of the installation. It
can be connected either by ethernet or with serial communication like the RS-282
connection. Every 15 minutes the device will send requests to the automaton to have
the actual data and will directly send it to a cloud to be stored (see Figure 1.4).

The SG-Box also has a LoRa antenna and is used as a local LoRa gateway to relay
transmissions of temperatures installed by the company in some apartments to retrieve
the building temperature in addition to all retrieved data.
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Chapter 1. Monitoring and maintenance for heating installation

Figure 1.4 Operating schema of a heating installation with SG-Energies' SG-Box

1.4 E-nno - E-nno Box
E-nno[5] is a Swiss company which aims to accelerate the energy transition with heating
data. Their solution provides optimization for heating systems by making automatic
adjustments to them depending on the weather and the building comportment.

To retrieve heating installation data E-nno have developed their own device[6], named
E-nno box, composed of an electronic board coupled to a compute module that
is responsible for storing temporarily retrieved data, transmitting it to the cloud to
persistent storage and adjusting the heating systems depending of the weather data
and the current time of the day. Every 15 minutes as well, the box retrieves heating
installation data to perform optimization with it, with weather data and taking into
account the building heating comportment (see Figure 1.5).

The E-nno box goal is to optimize the heating system of each building where it is
installed without disturbing the action and maintenance of the heating technicians.

Figure 1.5 Operating schema of a heating installation with E-nno box

1.5 Comparison summary
The Table 1.1 summarizes the �ve features described above with respect to the three
providersBLE Gateway, SG-Box and E-nno Box:
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1.5 Comparison summary

Remote
monitoring

Remote
maintenance

Local
Storage

Multiple
device

Prediction

Elainnovation
BLE Gateway

Yes No No Yes No

SG Energies
SG-Box

Yes Yes (Planned) No Yes No

E-nno
E-nno box

Yes Yes Yes Yes Yes

Table 1.1 State of the art comparison table
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2 | SG-Energies Ecosystem

This chapter details the SG-Energies platform used to monitor and control heating
installations and carried out within this master thesis It will present the global work�ow
used and each technology taking part of it. The chapter is organized as follows: the �rst
section details the work�ow of the SG-Energies solution, the second section presents the
di�erent technologies involved and the third section lists the di�erent communication
protocols managed by the SG-Box.

2.1 Work�ow
The work�ow can be divided into three di�erent parts (see Figure 2.1). The �rst one,
consists of connecting an edge device, developed by SG-Energies, called SG-Box to a
heating installation interface: the main control unit.

Figure 2.1 Schema of the SG-Energies ecosystem work�ow

The main control unit supports all programmed rules which ensure the operation of
the heating installation. To do so, the main control unit retrieves all sensor data of
the di�erent components of the heating station (boiler, pumps, temperature of water
tank)(see Figure 2.2).

The main control unit has its own communication protocol to manage rules and data.
Today the SG-Box can communicate with the language used by the main control units:
BACnet and ModBUS. Each communication protocol has its own properties as will be
presented below.

To use those communication protocols, SG-Box uses the Node-RED programming
tool to receive and send messages through the communication protocols. The two
communication protocols rely on either Ethernet (and then Transmission Control
Protocol (TCP)/Internet Protocol (IP)) or Serial Port plugged through a USB port in
the SG-Box.

In addition, SG-Box also supports the LoRa[7] protocol to retrieve measures from
temperature sensors installed in the households of the buildings.
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Chapter 2. SG-Energies Ecosystem

Figure 2.2 Schema of the heating installation of Vernier city with the SG-box

SG-Box is also responsible for sending retrieved data to two servers: Ignition and The
Things Network (TTN)[8]. Ignition Server's role is to (1) centralize, store and send
commands to the SG-box and (2) visualize the retrieved data.

During the past months, the STEP project focused on the communication part between
the main control units, SG-Box and Ignition server to ensure reliable data collection
and interaction with the main control units. In this context, SG-Energies has deployed
four pilot installations to test and validate this communication part: two deployments
using ModBUS and two others using BACnet.

Finally, each SG-Box has a Virtual Private Network (VPN)[9] connection to the Ignition
Server. This feature provides an easy way to deploy updates and interact with the
boxes without any move to the heating installation.

10



2.2 Technologies

2.2 Technologies
2.2.1 SG-Box

The SG-Box device is composed of a Raspberry Compute Module 4 and a LoRa module
(see Figure 2.3). Two antennas are connected to the box, one for the 4G network, the
other for the LoRa network

Figure 2.3 Photo of the intern composition of the SG-Box device

2.2.2 Node-RED
Node-RED[10] is a programming tool based on NodeJS and o�ers a �ow-based
development tool for visual programming (see Figure 2.4). Its main goal is to connect
hardware devices to online services as part of the IoT. Node-RED is based on the
event-driven model1: each block is reactive and runs when it receives an input: the
payload. Node-RED project is named �ow: this is the addition of all blocks linked to
perform a runtime at the execution. The interface provides prede�ned blocks to simplify
the �ow of programming. JavaScript function blocks o�er more �exibility to develop
logic that is not included in existing blocks.

ˆ interacting with the main control unit of the heating room.

ˆ formatting data to be sent to the Ignition server through an MQTT Broker.

1An event-driven architecture uses events to trigger and communicate between decoupled services
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